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B who, what, where, when, and how
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B SNMP: mibs
B Raw Data: Tcpdump
B jif=s 5 Netflow/IPFIX
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O What We needs

W application performance

B application-based accounting

B network security

B Network behavior, application recognition

‘debug 1p packet’ in router?

IP Sniffing in shared LAN (or using switch to do so)
Port Span in switch (how about port span in router?)
Circuit Sniffing

Netflow

What we prefer in backbone:

B Embeded
B Fixed length partial packet export
B Real-time filtered packet export

[ Ald 4L Al AR ALL
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O Network Monitoring

O Network planning

O Security Analysis

O Application Monitoring

O User Monitoring

O Traffic Engineering

O Peering Agreement

O Usage-base Billing

O Destination sensitive billing
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|Pv6 Header

IPv4 Header 20 bytes IPv6 Header, 40 bytes fixed

Version IHL Type of Service Total Length
—_*
. Fragment
Identification Flags Offset
e
Time to Live  Protocol Header Checksum

Source Address

Destination Address

Options Padding
_ |- IPva 5 IPvEAA R i3
| [ - AUPVASE R
g@ - IPv6 5 IPVAGFRANE] . ThEEIAL AR
T IpveF

Version Traffic Class Flow Label

Next

Payload Length Header

Hop Limit

Source Address

Destination Address

N




|Pv6 Extension Headers

Next Header Field:
- |PV6 Header TCP Header |
Next Header + Data 0 — Hop-by-Hop Options
=6 TCP 60 — Destination Options
(If Routing header is used)
Routing 43 — Routing
JPWS nieale Header TCP Header
Next Header 44 — Fragment
~ : Next Header + Data
= 43 Routing 6 TCP 46 — RSVP
51 - AH
IPv6 Header Routing Fragment Fragment of | 50— ESP
Next Header AEERED AIEELED TCP Header
= 23 Routing | NExt Header | Next Header v 88 — EIGRP
9l=44 Fragment =6 TCP 89 — OSPF
6-TCP
8-bits 8-bits 17 — UDP
Option Option Data Option Data =G
_ 135 — Mobility Header
Type Length (Variable Length) R
(Next)

59 — None (no next,he de&
e L
e g AZ
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Router# sh ip(v6) cache flow | inC XXX.XXX.XXX.XXX

Router# sh mis netflow ip(v6)

B A] i E 0] @
B [y
B )l Aaclfii
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What Does a DOS Attack Look Like?

Potential DoS Attack on Router
Estimated: 660 pkt/s 0.2112 Mbps

Router# show ip cache flow

e

Srelf SrcIPaddress SrcP Srcas DstIf

DstIPaddras

o
.

DatP DsTAS

28 182.1.6.69 7 daaa 48 184 .20.2.2 1308 bbb & 1
20 182.1.6,222 1243 aaa 49 194 _.20.2.2 1774 bbb & 1
28 192.1.6.108 1076 daaa 48 184 .20.2.2 1869 bbb & 1
20 182,1.6.158 803 aaa 48 184.20.2.2 1050 bbb & 1
20 182,1.6.54 730 aaa 48 184.20.2.2 2018 bbb & 1
28 192.1.6.136 559 aaa 48 184.20.2.2 1821 bbb & 1
28 1892.1.6.2186 383 aaa 48 184.20.2.2 1516 bbb & 1
28 182.1.6.111 45 daaa 48 184.20.2.2 1894 bbb & 1
28 182.1.6.20 1209 aaa 48 84.20.2.2 1800 bbb & 1

e - L] (e e

Typical DoS Attacks Have the Same (or Similar) Flow Entries:
* Input Interface (Srclf)

= Destination IP (Dstlf)

= 1 Packet per flow (Pkts)

= DBytes per packet (B/Pk)
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B Covert Channelsin IPv6, N.B Lucena, G. Lewandowski etc, Lecture Notes in
Computer Science, Volume 3856, 2006, 147-166

m http://www.securityfocus.com/news/11406
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B Tunnel , XUtk
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IPvAIAEE 5 F Netflow v5
W
B REEALTHIPVEET I
Netflow v9 / IPFIX
B |ETF #EF R bnvE
W BICR IS AN [F] Y Sk

e [Pv6. MPLS. Multicast
B %55 cisco, huawei, juniper
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W SR OL
O Cisco

B Netflow v9
» |Pv6 packets captured (needs IPv6 CEF)
o Still uses IPv4 transport
« 12.2(33)SRB of Cisco 7600 began to support IPv6 export
« May need to update your own Netflow collector

Huawel
B Netstream

d

Juniper:
m Jflow



NetFlow Version 9

O Version 9 iIs an export protocol
B No changes to the metering process

O Version 9 based on templates and separate flow records
B Templates composed of type and length
B Flow records composed of template ID and value
B Sent the template regularly (configurable), because of UDP

O Support: 800, 1700, 1800, 2600, 2800, 3200, 3600, 3700,
6500/7600, 7200, 7300, 7500, cat6000, 7600, 10000, 12000,
CRS-1, ASR 1000

0 RFC3954 “Cisco Systems® NetFlow Services Export Version
911

B NetFlow patent: intellectual property right statement on the
IETF website

74 e ‘i/}a 2



Netflow VVersion 9 Scenario

—————f Template
Definition
:____:Stnred

&

/L

Decode and

Templates Definition Export Interpretation

@ Flow Records Export

" LT RS



NetFlow v9 Export Packet

To support technologies such as

MPLS or Multicast, this export format can Flows from Flows from
be leveraged to easily insert new fields Interface A Interface B
N A
4 Y4 A

/ |

Header || Template Flo%Set \ Data FlowSet Data FlowSet || ©Option Option Data
FlowSet ID #1 FlowsetiD#2 || Template|| FlowsSet
Template Templat ? « FlowSet FlowSet ID
(version, TemR;elzcord ez Bata Record | |Data Record %Record Temw’ 0
# packets, ¥ -
sequence #, (specific Field _ (specific
Source D) types and types and \(.Eieldv\alues) (Field v (Field values) Field types
lengths) lengths) and lengths)

Matching ID #s is the way to associate Template to the Data Records

The Header follows the same format as prior NetFlow versions so Collectors will be backward
compatible

Each Data Record represents one flow

If exported flows have the same fields then they can be contained in the same Template Record
e.g. unicast traffic can be combined with multicast records

If exported flows have different fields then they can’t be contained in the same Template Record
e.g. BGP next-hop can’t be combined with MPLS Aware NetFlow records



File

Edit

View Go Capture Analyze Statizticz Help

B EEXEE/AacesaTL/EE QAN FBM% B

Eilter:l * Expression... Clear Apply

Ho. . Time Source Dastination Frotocal Info Faw Colum
1 0.000000 G2 5.67.1 162 5. 67 E CFLOW 21 (w9 o= 20058-073
2 0.001676 162.1053.67.1 162.105.67.250 CFLOW total: 32 (w9) records 2008-03
3 0.002704 162.105.67.1 162.105.67.250 CFLOW total: 32 (w3) records 2009-03
4 0,0039581 162.105.67.1 162.105.67.250 CFLOW total: 32 (w3 records 2009-03
5 0.005159 162.105.67.1 162.105.67.250 CFLOW total: 32 (w9 records 2009-03
A 0.006402 162.105.67.1 162,105.67,250 CFLOW total: 32 (w3) records 2009-03
7 0.0076608 162.105.67.1 162.1058.67.250 CFLOW total: 32 (w9 records 2009-03
8 0,005014 162.105.67.1 162.105.67.250 CRLOW total: 32 (w9 records 2009-03
O 0.010248 162.105.67.1 162.105.67.250 CFLOW total: 32 (v9) records 2009-03

= Flowset 2

Data FlowSet (Template Id): 257
Flowset Length: 1160
= Flow 1

[

[ouration: 0.000000000 seconds]

Qctets: 102

Packets: 1

InputInt: O

OutputInt: 206

Sreaddr: 2001 :daB:201:1129:8405: 5486 :da3l6daf (2001:dag:201:1129:8405:5486:da3l:6daf)

Dstaddr: 2001:503:a83e::2:30

Protocol: 17
IP ToS: Ox00

SrcPort: 35240

DstPoOrt: 53

BGPMextHop: feB0::219:7ff:fe33:2000 (feB0::219:7ff:fe33:e000)
DstMask: O

SrcMask: O

TCP Flags: 0x00

= Flow 2

e

[Duration: 0.000000000 seconds]

Qctets: 52

Packets: 1

InputInt: O

OutputInt: 206

Sroaddr: 2001 :das:201:1129: 214 4T fefli24bd (2001:da8:201:1129:214 14 :ferfl:24b4)
Dstaddr: 2001:dc?:1000::1 (20001:dc?:1000::10

Protocol: 17

IF ToS: Ox00

0170
0180
0150
0lao
01ho

[ B

G

i
ba
ol

(i}

20
11 Qo 00 35 00 00
1% 07 ff fe 33 e0 00 00 00 Q0 f1 ha &3 of f1
63 of 00 00 00 SC 00 00 00 Ol 00 Q00 00 ce 20
od a8 02 01 11 29 02 14 4f ff fe 71 24 b4 20

[T B o I T A T T & T DA TR AT A LT TN Y o W T o Y Y s O o 1 Y o o O i |

at

Flow Destination Address (cflow. dstadd-ss | Packets: TO11 Displayed: 7011 Marked: O
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Netflow vofE E L% 2

B Experiences with IPFIX-based Traffic Measurement for IPv6
Networks, N Choi, H Son, Y Lee, Y Choi, Proc. of ACM IPv6’07

Flexible Netflow(FNF)*
B Cisco IOS Release 12.4(20)T
B oA HEN TR, R
B H bR ANFER)HE R A [F] AR

hitp://www.cisco.com/web/go/fnf/ J]'E b



Netflow A [F] B)358E H B

é NetFlow for Monitoring

‘wAg
«
L =

NetFlow for Security
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Flexible NetFlow
Multiple Monitors with Unique Key Fields

=
Traffic IHEE

Flow Flow

Monitor Monitor
1 2

Key Fields Packet 1 Non-Key Fields Key Fields Packet 1 Non-Key Fields
Source IP 3.3.33 Packets Source IP 3.3.3.3 Packets
Destination IP 2.2.2.2 Bytes Dest IP 2.2.2.2 Timestamps
Source Port 23 Timestamps Input Interface Ethernet O

Destination Oort 22078 Next Hop Address SYN Flag 0

Layer 3 Protocol TCP -6
TOS Byte 0

Input Interface Ethernet O

Traffic Analysis Cache Security Analysis Cache

Source | Dest. Source Dest. Input -

3333 2222 22078 .. 1100 8.3.3.3 2222 EO ... 11000



Flexible Flow Record: Key Fields

Fon Qv 1 Few

Sampler ID

Direction

Interface

Input
Output

Source
VLAN

Destination
VLAN

Source MAC
address

Destination
MAC address

IP (Source or
Destination)

Prefix (Source or
Destination)

Mask (Source or
Destination)

Minimum-Mask
(Source or
Destination)

Protocol

Fragmentation
Flags

Fragmentation
Offset

Identification
Header Length
Total Length

Payload Size

Packet Section
(Header)

Packet Section
(Payload)

TTL

Options bitmap

Version

Precedence

DSCP
TOS

IP (Source or
Destination)

Prefix (Source or
Destination)

Mask (Source or
Destination)

Minimum-Mask
(Source or
Destination)

Protocol

Traffic Class
Flow Label
Option Header

Header Length
Payload Length

Payload Size

Packet Section
(Header)

Packet Section
(Payload)

DSCP

Extension
Headers

Hop-Limit
Length
Next-header

Version
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B Netflow v9

B Flexible Netflow

http://www.cisco.com/go/netflow



Netflow v9 for IPv6

Configure on Cisco IOS release 12.2(33)SRB or later

Router(config)# ipv6 unicast-routing

Router(config)# mls flow i1pv6 interface-full
Router(config)# mls nde sender

Router(config)# 1p Flow-export version 9

Router(config)# 1p Flow-export destination 172.16.10.2 88
Router(config)# i1nterface FastEthernetl/1

Router(config)# 1pv6 address 2001:0DB8::1/64



Flexible Netflow*

Configure the Exporter
Router(config)# flow exporter my-exporter

Router(config-flow-exporter)# destination 1.1.1.1

Configure the Flow Record

Router(config)# flow record my-record = = = :
Router(config-flow-record)# match i1pv4 destination address~ !
Router(config-flow-record)# match i1pv4 source address ~\‘:
Router(config-flow-record)# collect counter bytes 5\

Configure the Flow Monitor
Router(config)# flow monitor my-monitor

Router(config-flow-monitor)# exporter my-exporter

Router(config-flow-monitor)# record my-record a

Configure the Interface
Router(config)# interface s3/0

Router(config-if)# ip flow monitor my-monitor input

http://www.cisco.com/go/fnf
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Cisco Netflow & NEVEfk LR

Cisco Sysrems

OPNET

Excellonce matrer®

[bfn NetFlow Collector @h‘ﬂ_f o\/ista

L]
EMPOWERING THE

Performance

©1PAESSLER” —concora| €A

_ e ) . Valencia
p,uem invent Ne;!;!@OS@ é@-j'wmﬁgglty < A Systems

‘o’ aligare

ARBUQR net @ monitor plllnérgoral IdeaData Grou p

2k

Gisco Systems

Lancope® IBVIDENT” FORTAL

EMPOWERING THE N S

. =

INTERHET (GEHERATION i et@ O R
CS‘MGPS ARBO Performance Experts

NETWORKS
—

z/More info: h‘r’rp://www.cisco.com/warp/pub|ic/732/Tech/nmp/ne’rflow/par’rners/commercﬁg %lj }?
e



http://www.portal.com/
http://www.cisco.com/logo/
http://www.valenciasystems.com/index.htm
http://www.ibm.com/us/
http://www.netimonitor.com/index.php

Some Open Source NetFlow Tools

Product Name
Cflowd

Primary Use
Traffic Analysis

N coictor bevic

St

Collector Device

Reporting for Flow-
Tools

Traffic Analysis

SilkTools

Security analysis

NetFlow Monitor ~ Traffic Analysis

Ntop/nProbe Security Monitoring
Panoptis Security Monitoring
NfSen Collector Device

Stager Reporting for Flow-

Tools

Comment

No longer supported
Scalable
Support V9

Support V9, IPv4, TPv6,
MPLS, SCTP, etc..

Support V9/IPFIX, IPv6

Supports V9
Support V9, IPv6

Support V9, IPv6

0s

UNIX
UNIX
BSD, Linux

UNIX

Linux, FreeBSD,
Solaris

BSD, Linux

UNIX
UNIX
UNIX
Linux

UNIX

A

Different Costs: Implementation and Customizejiogi v
"

i
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Flow-tools

O Flow-tools is library and a collection of programs used
to collect, send, process, and generate reports from
NetFlow data.

O Can be used together on a single server or distributed to
multiple servers for large deployments.

O The flow-tools library provides an APl for development
of custom applications for NetFlow export versions 1,5,6
and the 14 currently defined version 8 subversions.

O Version 9 is not supported now
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Silktools

Ml GSiLE 0.1.2 - g42r.isilk - root®162. 105. 67.42:/data/log/g42r. isilk

File Ed = Graph
QLery Info Files Excel Filtes Linig oLt Cliick Graph
2 W oi2risik Time Series Graph - bytes
B Q_ Imported Guery Result ; ]
(no command line ecquivalent)
(= -l? Urtitled rwcount time-series
2 Local file: Doty Dochisikigder isikiTime Series Graph - bytes-Siga.png.asc
L ﬁ Time Seties Graph - fx
ﬁ Time Series Graph - re =
Time series graph (12 bins): Volume in Bytes
date
240 k T T T T
180k
120 k =
6.0k
01:00 01:15 01:30 01:45
2009/3/7 2009/3/7 2009/3/7 2009/3/7
£ > v
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Last 10 Minutes Throughput

"
2 1o M
P ok
on i
o |
£
t samM
=

] ————

17:15 17:20

B Throughput Min: 0.0 Max: 13.4M Avg: 1.6M Last: 131.7k

O Anomaliz M Upper [OLower M Trend (30 min) @ 95th Percentile

Time [ Wed Mar 11 17:11:43 2009 through now]

Last Hour Throughput

+ 200 M

o

s

on

3

2 100 M

£

=

ok A oot~
16: 50 17:1@

B Throughput Min: 0.0 Max: 51.8M Avg: 1.3M Last: 131.7k

O Anomalia M Upper [OLower M Trend (30 min) @ 95th Percentile

Time [ Wed Mar 11 16:21:43 2009 through now]

Current Day Throughput
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Some equipments can’t support netflow-
based IPv6 flow data collecting/exporting

B Update version or device
B Use nProbe or YAF instead

Performance impact

B http://www.cisco.com/en/US/tech/tk812/technologies_white paper0900
aecd802a0eb9.shtmi

Open questions
B sampling
B Algorithms
B Data mining
B Auto discovery

- Y.



http://www.cisco.com/en/US/tech/tk812/technologies_white_paper0900aecd802a0eb9.shtml
http://www.cisco.com/en/US/tech/tk812/technologies_white_paper0900aecd802a0eb9.shtml
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